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Dear colleagues, 

 

 Why does Energomontage JSC need a code of conduct? 

Just as in a real family, there are basic rules to be followed by 

each member. The bigger the family, the more important it is to 

establish clear boundaries because it provides security in our 

relations with third parties. 

 Responsibility is one of our core values. It includes 

responsibility to our colleagues, business partners and society. It 

also includes compliance with applicable laws in force at any 

time and place, respecting ethical values in a sustainable 

manner. This Code of Conduct is designed so that we are all 

aware of our responsibility and we can act accordingly. It sets 

out the legal and ethical basic rules we undertake to observe. It 

serves as the basic principle of our behavior and of the decisions 

we take, both within our company and in our relations with the 

outside world. 

 For us it is important that our customers, suppliers and 

other business partners know about our concept of ethical 

business activity and share our principles of conduct. 

 We are grateful for  your time, because it is in the interest 

of all of us. 
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Principles of the Code of Conduct 

• We comply with applicable laws and regulations, as well as with internal 

guidelines. 

• We are committed to complying with the basic ethical rules  
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 Any applicable data protection legislation, including Regulation (EC) 

2016/679, as well as any other applicable local law in the Republic of 

Bulgaria, related to the protection of personal data and the security of 

electronic communications, are a top priority in our company. Absolutely any 

personally identifiable or identifiable information processed by us as a result 

of or in connection with a supply is stipulated in the Regulations on the 

Mechanism for the Recruitment, Processing and Preservation of Personal 

Data and their Protection from illegal forms of processing in 

"Energomontage" JSC. 

 Any breach of security that results in accidental or unlawful 

destruction, loss, alteration, unauthorized transmission or access to personal 

data being processed is grossly unacceptable. Therefore, as our business 

partners, you must adhere to all rules and correct behaviors, as we do. In 

short, the relationship between us must be determined by the following rules: 
 

 The Contracting Authority and the Contractor agree that for the 

purposes of data protection legislation the Employer is an 

administrator and the Contractor is a personal data processor. 
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 The Assignor retains control over personal data and remains 

responsible for complying with the requirements of the legislation, 

including providing the necessary statements to the data subjects and 

obtaining the necessary consents from the entities as well as the 

processing instructions that they provide to the Contractor. 

 

 The Contractor undertakes to process the personal data provided to 

him only to the extent and in the manner necessary for the fulfillment 

of his business purposes and according to the written instructions of 

the Contracting Authority. He has no right to process personal data in 

a way that does not comply with the terms of the law. He shall notify 

the Employer without delay if, in his view, the instructions of the 

Employer are not in compliance with the data protection legislation. 

 

 The Contractor should execute without delay any Invitation or 

instruction of the Employer, modify, transmit, delete or otherwise 

process the personal data, or to stop, limit or correct the consequences 

of any unauthorized processing. 

 

 The Contractor must preserve the confidentiality of personal data and 

is not entitled to provide or authorize third parties with the processing 

unless the Employer explicitly allows such disclosure or is not required 

by law. If a court or other public authority requests the Contractor to 

process or provide personal data, he should first notify the Employer of 

the legal basis and allow the Contracting Authority to object unless 

there is a legal prohibition on making such notification. 

 

 The Contractor must make sure that all his employees are informed 

that personal data are subject to confidentiality and restrictions on 

their use, have undergone training on data protection legislation and 

understand their obligations to comply with this legislation. 
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 The Contractor is obliged to introduce the necessary technical and 

organizational measures against unauthorized or unlawful processing 

of personal data. 

 

 The Contractor should notify the Employer without undue delay if 

personal data is destroyed, lost, damaged, or rendered unfit for use, 

and make all reasonable efforts to recover the data. In the event of an 

incident occurring, the Contractor shall provide the Contracting 

Authority with a description of the nature of the accident, its likely 

consequences and a description of the measures it has taken or proposes 

to take. He has no right to notify third parties of an established 

violation without first having obtained written approval from the 

Contracting Authority, except when their notification is mandatory by 

law. 

 

 The Contractor may not transfer or otherwise process personal data 

outside the European Union (EU) / European Economic Area (EEA) 

without obtaining the written consent of the Contracting Authority. 

 

 Upon request by the Contracting Authority, the Contractor shall 

provide a copy or access to all or part of the personal data provided by 

the Contracting Authority in a manner and in a format in which the 

Principal is reasonably required to do so. Upon termination of the 

relationship between the parties for any reason, the Contractor shall 

return all personal data or destroy in a secure manner or on written 

instructions all the information provided by the Contracting Authority 

unless there is a legal obligation to retain the data. 
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 For "Energomontage" JSC the protection of your privacy and the 

security of your personal information is a top priority. This Code describes 

how we collect and use your personal information before, during and after 

the termination of employment or other legal relationship with you. All 

activities described here are in line with the General Data Protection 

Regulation (Regulation 2016/679) (CRD). The Code can provide useful 

information to all future, current and former employees and contractors on 

civil contracts. 

 "Energomontage" JSC is the administrator of personal data. This means 

that we are responsible for the decisions we make on the storage and use of 

your personal information. We have an obligation under the data protection 

legislation to provide you with the information contained in this code. 

This code is not part of your employment or other agreement with us. We can 

update the information contained here at any time. 

 

 What information do we have for you? 

"Personal data" or "personal information" means any information about an 

individual through which that person is or may be identified. There are 

special categories of more sensitive personal data that require a higher level 



8 
 

of protection. We will collect, store and use data about you about your 

physical identity, marital status, education, employment, bank account 

information, medical data, information on criminal convictions and 

violations. 

 

 How do we collect and how we will use your personal data? 

We collect your personal data during the process of applying for employment 

and selection. Providing this information is done directly by you as a 

candidate. We will use it primarily to fulfill our contractual obligations to 

you and to comply with your statutory obligations. The processing of the 

data is related to making a decision regarding your appointment and the 

contractual terms to offer you; by checking whether you have a legal right to 

work in the Republic of Bulgaria; with payment of your salary, deduction 

and tax and social security contributions; with business management and 

planning, including accounting and auditing; with an assessment of your 

qualification for a specific position or task, including promotion decisions; by 

providing training and assessing your ability to work. We will use 

information about your physical and mental health to ensure your health and 

safety at work and to provide you with the necessary working conditions. 
 
 

 If you do not provide us with the personal data we require 

Failure to provide the personal information you request may prevent us from 

fulfilling your contract with you or complying with a statutory requirement. 

Your refusal to provide the necessary information for the performance of the 

rights and obligations under the contract may cause it not to be concluded or 

to terminate it. 

 

 Change of goals 

We will only use your personal data for the purposes for which we have 

collected it unless we reasonably believe that we should use it for any other 

reason, and that reason is compatible with the original purpose. If we need 

to use your personal information for another purpose, we will let you know 

and we will explain to you what the legal basis for this use is. 
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 Sharing the data with third parties 

We will share your personal data with third parties when required by law 

when necessary for the administration of the employment relationship or 

when we have another legitimate interest in doing so. These third parties 

may include: hosting providers, companies providing accounting, legal and 

payroll services, and others. We require all third parties to respect data 

security and comply with data protection legislation. They are required to 

take appropriate security measures to protect the information. They may not 

use your personal data for their own purposes, but only for the purposes we 

have determined and in accordance with our instructions. We have put in 

place appropriate measures to prevent incidental loss, use or unauthorized 

access, alteration or provision of your personal data. In addition, we restrict 

access to your personal data to those employees and third parties for whom 

there is a need to obtain this information. They will only process personal 

data on our instructions and under our confidentiality obligation. 

 

 How long will we use your personal information? 

We will only store your personal data for the period we are required to meet 

the purposes we have collected, including to comply with the employment, 

insurance, and accounting legislation. In some situations, it is possible to 

anonymize your personal information so that it is no longer possible to 

connect with you. As a result, we may continue to use the anonymized data 

without notifying you of this. Upon termination of your contractual 

relations with us, we will preserve your information in accordance with our 

policies and legal requirements and will destroy it in a safe manner after the 

period of storage described in our policy and governed by law expires. 

 

 Right of access, correction, deletion and restriction 

It is important to keep your personal information accurate and up to date. 

Please notify us whenever you change your personal information. Your rights 

in relation to your personal information include the following: the right of 

access enables you to obtain a copy of the personal data we hold for you and 
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to verify that we have a legitimate ground for processing it; the right to 

rectification allows us to ask us to correct any incomplete or inaccurate 

information about you; the right to delete allows you to require us to delete 

or remove your personal information when we have no valid reason to 

continue processing it; the right to object to processing; the right of 

limitation of processing allows you to require us to temporarily suspend the 

processing of your personal data if, for example, you want us to determine 

the accuracy of the data or the reasons for its processing; the right to data 

portability is limited to cases where data is provided by us for the purposes 

of a contract and allows you to require us to provide your data stored in 

electronic form to a third party; the right to withdraw your consent is in the 

case that you have given your explicit consent to the processing of your 

personal data for a particular purpose, you have the right to withdraw that 

consent. 

 

 Data Protection Officer 

We have designated a Data Protection Officer to monitor compliance with 

the privacy laws of our organization. In case you want to exercise any of 

your rights described above, please contact us. 


